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1. OFbEM JUCIUIIJIMHBI B 3AYETHBIX EIUHUIAX C YKASAHUEM KOJIMYECTBA
AKAJEMHUYECKHNX YACOB, BBIJEJTEHHBIX HA KOHTAKTHYIO PABOTY OBYYAIOIIUXCS C
IPEIIOJABATEJIEM U HA CAMOCTOSTEJIBHYIO PABOTY

33ET
OO0mast Tpy10eMKOCTh
YacoB 1o yueOHOMY IIaHy 108
B TOM YHCIIE:
ayJUTOPHBIE 3aHATUS 10
caMoCTOsITebHAs paboTa &9
4acoB Ha KOHTPOIb 9

Pacnpez[enelme YacoB IMCHUILIMHBI 10 KypcaM

Kype 4
Bun 3anaruit vI | PII Hroro
Jlexunn 4 4 4 4
IIpakrnueckue 6 6 6 6
Hroro ayxn. 10 (10 |10 |10
KonrakrHas padora |10 |10 (10 (10
Cam. pabota 89 1125|189 |125
Yacel Ha KOHTPOJIb 9 9 9 9
Hroro 108 | 144 | 108 | 144
Buae! KOHTpOJIS Ha Kypeax:
DK3aMeH 4 ceMecTp

KontponbHas pabora 4 ceMecTp




2. IEJIX OCBOEHU A JUCHUTIINHBI (MOAY JIST)

2.1

Hens n3yuenns qucnuminHbl « THOpMaIorHas 6€30IacHOCTEY - 00ydeHHe OCHOBHBIM IPHHITUIIAM HHPOPMaINOHHOM

2.2

6630HaCHOCTI/I, noaxoaaM K aHaJIM3y KOMIIbIOTCPHBIX CUCTEM C TOYKU 3pCHUA PIH(i)OpMaI.IPIOHHOfI 0C30MaCHOCTH U
peIICHUIO 3a1a9

23

3aIUTH HHPOpMAUU

3. MECTO JUCHUIIJIMHBI (MOAYJIS) B CTPYKTYPE OBPA3OBATEJIBHOU ITPOI'PAMMBI

Hukn (pa3gen) OIL: | b1.B

31

TpeOoBaHus K IPeIBAPUTEIbHOM NOATOTOBKE 00y4aI0LIerocs:

3.1.1

Pycckuii 3bIK U KyJIbTYpa peuu

3.1.2

I/IH(I)OpMaI_II/IOHHLIe CUCTEMBI U TEXHOJIOTUHN

3.13

MeToabl ONTUMANIBHBIX PELICHUI

3.14

IIpaBoBeneHue

3.1.5

DKOHOMHKO-MaTEMAaTHYECKIE MCTOObI

3.1.6

I/IH(i)OpMaHI/IOHHLIe CHUCTEMBI U TCXHOJIOTHN

3.1.7

Metoasl ONTUMAaIBHBIX PEIICHUN

3.1.8

IIpaBoBeneHue

3.1.9

I/IH(I)OpMaI_II/IOHHLIe CUCTEMBI U TCXHOJIOTHHU

3.1.10

MeToabl ONTUMAIIBHBIX PELICHUI

3.1.11

IIpaBoBeneHue

3.1.12

WHdopMannoHHbIE CUCTEMBI H TEXHOJIOTHH

3.1.13

MeTobl ONTUMANIBHBIX PEIICHUN

3.1.14

[IpaBoBeneHue

3.1.15

VHdopMannoHHbIE CHCTEMBI B TEXHOJIOTHH

3.1.16

Metoasl ONTUMAaIBHBIX PEIICHUN

3.1.17

IIpaBoBenenue

3.1.18

WHadopMannoHHbIE CHCTEMBI H TEXHOJIOTHH

3.1.19

MeTo1bl ONTUMANIBHBIX PEIICHUN

3.1.20

IIpaBoBeneHue

3.1.21

I/IHq)OpMaI_II/IOHHLIC CUCTEMBI U TCXHOJIOTHN

3.1.22

MeTo1bl ONTUMAIBHBIX PEIICHUN

3.1.23

IIpaBoBenenue

3.2

Jducuumiunel (MOIY/I4) ¥ IPAKTHKH, IJIS KOTOPBIX 0CBOEHHE TAHHON JUCUMIJIMHBI (MOYJIs1) HEOOXOTUMO KaK
npeanecTByonee:

321

I/IH(i)OpMaHI/IOHHLIe CHUCTEMBI U TCXHOJIOTMHU

322

MeTo1bl ONTUMANIBHBIX PEIICHUN

323

IIpaBoBeneHue

324

HndopmanmoHHbIe TEXHOJIOTHN B MEHEIKMEHTE

325

MeHeKMEHT

3.2.6

IIpaBoBBI€ OCHOBBI IPEANPUHUMATEILCKOM JESTENBHOCTU

327

Texnonormueckast (IIPOSKTHO-TEXHOJIOTHIECKAsT) MPAKTHKA

328

Metopoorinueckoe odbecrieueHre o0ydeHus nob3oBatencit VIC

3.29

MynbsTUMEIUIHBIE TEXHOJIOTUN

3.2.10

Hayqﬁo-nccneszaTenchaﬂ pa60Ta (I'IOJ'Iy‘{eHI/IC IIEPBUYHBIX HABBIKOB Hay‘{HO-HCCHC,HOBaTCHLCKOI;‘I pa6OTbI)

3.2.11

Crparernueckuii MEHEPKMEHT

3.2.12

DKOHOMHKA OpTaHU3aIIH

3.2.13

busnec-nnanupoBanue

3.2.14

WnadopmanmonHoe obecrieueHne ypaBiIeHUsl OpraHN3allHOHHBIMHA CHCTEMaMHt

3.2.15

JlorucTuueckre CUCTEMBbI U YHpaBJICHUE LECIIAMHU ITOCTABOK

3.2.16

Hay‘{HO-I/ICCJIe,HOBaTeHLCKaH pa60Ta

3.2.17

VYnpasieHueckue penieHus B npo(hecCHOHaTbHON eI TeIbHOCTH

3.2.18

DUHAHCOBBII MEHEIKMEHT

3.2.19

BrimonHeHwe U 3aIIMTa BBITYCKHOH KBaTN(DHUKAIMOHHOH pabOTHI




3.2.20 | Texaonoruueckasi (IPOSKTHO-TEXHOJIOTHIECKas) MPaKTHUKA

3.2.21 | YnpaBneHue npoekraMu

3.2.22 | IT-uadpacTpykrypa oprannzayun

3.2.23 | MlupopManmoHHbIC TEXHOJIOTHA MOOMIBHBIX YCTPOUCTB

4. KOMIETEHIY OBYYAIOIIETOCSI, ®°OPMUPYEMBIE B PE3YJIbTATE OCBOEHMS JUCIHATIINHBI
(MOJY.JIST)

IIK-1 : Cioco6eH ocBanBaTh W NCHOJIB30BATh TEOPeTHYECKHE 3HAHNS 1 MPAKTHYeCKHe YMEHHs M HABBIKA B TPeIMETHOIH
00J1aCTH NMPH pellieHN U NMPodhecCHOHATBHBIX 3a/1a4

[IK-1.1 : 3HaeT cTPYKTypy, COCTaB M AUJAKTUIECKIE SAMHHUIIB TIPEAMETHON 00acTH (TIperogaBaeMoro mpeiMeTa)

YK-1 : CniocodeH ocylecTBIATh MOUCK, KPUTHYECKUI aHAJIN3 U CMHTe3 HH(OPpMAaLMH, IPUMEHSTh CUCTEMHbI MOAX0A A5
pelreHus MoCTaBJIEHHBIX 32124

VK-1.1 : [leMoHCTpHpYET 3HAaHHE OCOOCHHOCTEH CUCTEMHOTO M KPHTHYECKOTO MBILLICHHUS, apTYMEHTHPOBAHHO (POPMHpPYET
CcOOCTBEHHOE CYXKICHUE U OLIEHKY HH(pOpMAIiy, IpUHIMAaeT 000CHOBAHHOE pEIICHHE

VYK-1.3 : AHanu3upyeTr UCTOYHUKH MH(OPMAIINH C LENBIO BEISICHEHNS MX IPOTHBOPEYNH 1 IMTOMCKA JOCTOBEPHBIX CYKICHUH

YK-2 : CnocoGen onpeaeasiTh KPyr 3a1a4 B paMKaXxX MOCTABJIECHHOM 1eJIM U BLIOUPATH ONTUMAJIbHbIE CIOCO0bI UX pPelleHusd,
HCXO/sl U3 I CTBYIOIIMX NPABOBBIX HOPM, HMEIOIINXCS PECYPCOB M OrpaHUYeHUI

VK-2.1 : OnpezensieT COBOKYITHOCTh B3aMMOCBSI3aHHBIX 3a/1a4 U PECYPCHOE 00eCIeUeHUEe, YCIOBHS JOCTHKEHHS MOCTABICHHON
LEJTH, UCXO/IS U3 JEUCTBYIOIIHMX IPABOBBIX HOPM

VYK-2.2 : OnieHuBaeT BepOsSTHBIE PUCKU M OTPaHUYEHUS, OTIpe/ieNsIeT 0XKHIaeMble pe3yJIbTaThl PeLIeHNs IOCTaBICHHBIX 3a/1a4

YK-8 : CriocoGeH co31aBaTh U MOQIEPKUBATH B MOBCETHEBHOI KN3HU U B PO ecCHOHATbHOI 1esITeJIbHOCTH 0e30macHbIe
YCJIOBHS JKH3HEAESTETHHOCTH JJIsI COXPAHEHHS MPUPOTHOM Cpebl, 00ecnedeH sl yCTOHIHBOrO Pa3BUTHS 00IIEeCTBA, B TOM
YyHcJie IPH YIPo3e U BOSHUKHOBEHUH YPe3BbIYANHBIX CUTYAIIM U BOCHHBIX KOH(INKTOB

VYK-8.1 : OnenuBaet (hakTophbl pHCKa, yMEeT 00eCIeYrBaTh IMYHYIO 0€30MacHOCTh M O€30MACHOCTh OKPYKAIOIIUX B
MTOBCETHCBHOM KHU3HU U B MPO(HECCHOHATLHON JIEATEIIEHOCTH

5. CTPYKTYPA U COAEPKAHUE JUCLUILINHBI (MOLY.IsT)

Kon HaumeHoBaHue pa3jeioB u Cemectp / | Hacos | Unaukartopsl | Jluteparypa | HHTepaxr. IIpumeuyanue
3aHATHS TeM /BUJ 3aHATHSI/ Kypc

Paznen 1. OcHoBHBIE CBeeHHUS
00 uH}opManOHHOI
0e30MacHOCTH




1.1

Beenenue B

“HGPOPMAIIMOHHYIO 6€30MAaCHOCTD
OcHOBHBIE IOHATHUS
nHGOPMANNOHHOH 6e30IIacHOCTH:
JIOKYMEHTHPOBAaHHAsI
uHbopMaIus,

6e30macHOCTs HH(OPMAIHH,
KOH(UICHIUATEHOCTD,
LEJIOCTHOCTb,

JOCTYITHOCTH MH(OpMAITIH,
3anmra

HHPOPMALINY, CHCTEMA 3aLHUThI
HHpOpMaIIUH.
OO01memMeTo10IOTHYECKIe
MIPUHIIATIBI

TEOpuH HHPOPMALUOHHOM
6e3omacHOCTH.

ITonsiTHe U BUIBI yTPO3
“H(POPMALIMOHHON 0E€30MTaCHOCTH.
Ilonstue yrpo3sl
nHPOPMaTMOHHOM

6e3zomacuoctu. Knaccuduxarms u
BUJIBI yTPO3 HHOOPMAITHOHHON
6e3omacHocTH. BHYTpeHHNE N
BHEIITHHE UCTOYHHUKH YTPO3
“H(POPMALMOHHOH 0E€30MTaCHOCTH.
Yrpo3sl yTeuku

nHGOPMANH U YTPO3BI
HECAaHKIIHOHHPOBAHHOTO JOCTYTIA.
OCHOBHBIC JIEMEHTHI KaHAJIA
peanH3aIiy yrpo3sl 0€30MacHOCTH
uHpopmanuu. MeToabl
HapYLICHUS
KOH(HICHIUATHHOCTH,
LIEJIOCTHOCTH

1 JOCTYIHOCTH HH(OPMALHH.
[Ipu4nHbI, BUIBI, KAHAIBI YTCUYKH U
nckaxeHns nadopmarn /JIex/

IK-1.1 VK-
8.1 YK-2.1
VK-2.2 VK-
1.1 VK-1.3

J1.1J11.2
JI1.3J11.4
JI1.5J12.1
2.2
J12.3J13.1
313233

1.2

Tlonstue u

BHJIBI 3AIIUIIaeMON HH(OPMAIIHH.
IlonsATue u CyniHoOCTbH
3aIuIaeMon

napopmanun. [Ipasa
00513aHHOCTH

obmanarens nHpopmanuu. Buapt
3anmaeMoi HHpopMaIuu:
rocy/1apCTBEHHas TaifHa,
ciyxeOHas

TaifHa, mpod)eccHoHaNbHAs TaifHa,
KOMMepuecKasi TaliHa,
MepCOHAJIbHbIC

naHHble. [lepedens cBeneHmit
KOH(HUICHITUALHOTO XapaKTepa.
IlonATue UHTEIIEKTYaIbHOU
COOCTBEHHOCTH U OCOOCHHOCTH €e
3aLLUTHI.

Wndopmannonnas

0€30MacHOCTb KaK 4acTh
HaIlMOHAIBHOM 6€301acHOCTH.
JlokxrprHa nH(OpMaTHOHHON
6e3omacuoctu PO.
T'ocynapcTBeHHbBIE CTaHIAPTHI B
chepe nHGOPMAITMOHHO
6e3omacuoctu. /TIp/

IIK-1.1 VK-
8.1 VK-2.1
VK-2.2 VK-
1.1 VK-1.3

JI1.1 J11.2
J1.3
JI1.5J12.1
J2.2
JI2.3J13.1
313233




1.3 3amura 12 IK-1.1 YK- J1.1J11.2
TIePCOHAIbHBIX JAHHBIX. 8.1 YK-2.1 JI1.3
Wnadopmanns, orHocsamascs k [1/1. VK-2.2 VK- JI1.5J12.1
Xpanenue I1J1. ITopsaaox 1.1 VK-1.3 2.2
yHuuTOoxeHus [1/1. DnexrpoHHbIi JI2.3J13.1
apxus. /Cp/ 313233

1.4 IIpaBoBoii acriexr 10 IIK-1.1 VK- JIT.1JI1.2
nHGOPMANNOHHOH 6€30ITacHOCTH. 8.1 YK-2.1 J1.3
HopmarusHo YK-2.2 VK- JI1.5J12.1
-IIPaBOBBIC AKThI 1.1 YK-1.3 J2.2
peryaupyouye qesTelNbHOCTh B JI2.3J13.1
chepe nHGOPMAITMOHHO 212233
6e3omacHocT. PykoBogsiue
JOKYMEHTEHI IT0 3aIllUTe
nHpOpManUN
OT HECAHKIIMOHUPOBAHHOTO
noctyna ®CTIK Poccuu /Cp/

1.5 ITonroToBKa KOHTPOJILHON PaOOTHI 20 IK-1.1 VK- JIT.1JI1.2
ITepepaboTka H3y4eHHOTO 8.1 YK-2.1 J1.3
Mmatepuana /Cp/ YK-2.2 VK- JI1.5J12.1

1.1 YK-1.3 2.2
J12.3J13.1
313233
Paznen 2. Opranu3anmoHHble
OCHOBBI 00ecTIeYeH s
HHGOPMALMOHHOM 0e301aCHOCTH
Ha NpeANnpUsTUI
2.1 OnexrponHas noamuck. /Cp/ 10 IIK-1.1 VK- JI1.1JI1.2
8.1 YK-2.1 J1.3
VK-2.2 VK- JI1.5J12.1
1.1 YK-1.3 J12.2
J12.3713.1
313233

2.2 Mepbl IPOTHBOICHCTBHS yrpo3am 8 IK-1.1 YK- JIT.1JI1.2
n obecredeHNs HHOOPMAITOHHON 8.1 VK-2.1 JI1.3
6e3zomnacuoctu. ITonuTrka YK-2.2 VK- JI1.5012.1
nH(pOpMaIMOHHON 6E30MaCHOCTH 1.1 VK-1.3 J2.2
peanpusaTs. 3amura JI2.3J13.1
nHpOpMAINH KaK KOMILTEKC Mep. 0109233
Kareropuu mep obecniedenus
HHPOPMAMOHHOH 6e30ITacHOCTH.

IIpaBoBas, TexHu4eCKas,
Kpunrorpaduyeckas, puznueckas
3amuTa HHQOPMAIHH.
OpraHu3aIioHHO-TIPaBOBEIE,
TEXHUYECKUE U
KpUIITOrpapUUECKAE METOIBI
obecrieyeHus: HHPOPMAITHOHHOH
6e3omacroctu. [IporpamMmuo-
anmnapaTHBIE CPECTBA
obecrieyeHUs] THPOPMALTMOHHOI
6e3omacuoctu. /Cp/

2.3 Pa3paboTka moTUTHKH 2 IIK-1.1 VK- JIT.1JI1.2
nHPOPMANNOHHOH 6e30ImacHOCTH 8.1 VK-2.1 J1.3
"TpeboBaHus 10 00ECIIEYESHUIO VK-2.2 VK- JI1.5012.1
HHGPOPMAIIMOHHOM 1.1 YK-1.3 2.2
6e3onacuoctu". /Ip/ JI2.3713.1

0132

2.4 IlepepaboTka nU3y4eHHOTO 8 [K-1.1 YK- JI.1J11.2

matepuana /Cp/ 8.1 YK-2.1 JI1.3
VYK-2.2 VK- JI1.5J12.1

1.1 VK-1.3 2.2
J12.3713.1
313233

Paznes 3. 3amura nadopmanuu
B KOMIIBIOTEPHBIX CHCTEMax




3.1 KomnbrotepHas cucrema Kak 8 IK-1.1 VK- J1.1J11.2
00beKT MH()OPMAITMOHHOM 8.1 YK-2.1 JI1.3
6e3omacHocTH. OCHOBBI YVK-2.2 VK- JI1.5J12.1
0€30MaCHOCTH OTIEPAITUOHHBIX 1.1 YK-1.3 2.2
cucteM. OCHOBHBIE BO3MOXKHOCTH JI2.3J13.1
u ¢punbTpanus tpaduka. CeTeBbie 212233
YTPO3BI U METOIBI
TIPOTHUBOAECUCTBUS UM.

WneHTuduKaus u
ayTeHTH(UKAINS, YIIPaBICHUE
JIOCTYTIOM Y aBTOPHU3AIIHS,
MIPOTOKOJIMPOBAHUE U AyIHUT.
dopmanbHBIE MOJIEITN
6e3omacHoCTH
aBTOMAaTH3UPOBAaHHBIX cucteM /Cp/

3.2 MeToabl ¥ KpUTEPUH OLIEHKH 9 IK-1.1 YK- JIT.1JI1.2
3aIIMIICHHOCTH KOMIIBIOTEPHBIX 8.1 YK-2.1 JI1.3
cuctem. Kpurepuu u xiaccel VK-2.2 VK- JI1.5712.1
3aIMIICHHOCTH CPE/ICTB 1.1 YK-1.3 J12.2
BBIUUCIIUTEILHON TEXHUKU U JI2.3J13.1
aBTOMaTU3UPOBAHHBIX 21022933
MH(POPMAIIMOHHBIX CUCTEM.

Kpurepuu 6e3onacuoctu
KOMIIBIOTEPHBIX CUCTEM
«OpamxeBas kauray. Oomme
KpuTepHuu 0€30MacHOCTH
HH(POPMANMOHHBIX TEXHOJIOTHIA.
PykoBosiue OKyMEHTBI
Tlocrexxomuccun (PCTOK)
Poccun. Cranmaptsl o
yIpaBJICHUIO HHPOPMAIMOHHOM
6e3omacuocteio ISO/IEC
27000. /Cp/

33 Qaiinosas cuctema OC Windows. 12 [K-1.1 YK- JI.1J11.2
Toxen pocryna nponecca B OC 8.1 YK-2.1 JI1.3
Windows. ®uabTpoBaHHBIN TOKEH VK-2.2 VK- JI1.5712.1
JIOCTYTIa aIMAUHHUCTPATOPA. 1.1 YK-1.3 J12.2
BesonacHocts ¢aiinos B OC JI2.3J13.1
Windows. YpaBieHue 10CTyIIOM. 212233
Opranuzanus aynura uepe3s CCY /1.

Opranu3zanus ra00aasHOro ayIuTa
C MOMOIIIbI0 yTHIHTHI auditpol.
Onepauuu ¢ NoJab30BATENSIMU U
rpynmamu. /Cp/

34 Be3onacHoCTh OKaIBHBIX 10 I[K-1.1 YK- JI.1J11.2
BBIYHMCIUTENBHBIX ceTeil. MAC u 8.1 YK-2.1 JI1.3
IP agpeca. JlocTynmHOCTD y3710B, YK-2.2 VK- JI1.5J12.1
¢unbrpanus naketos. [Tonck 1.1 YK-1.3 J2.2
ysi3BuMocTei. Hactpoiika JI2.3J13.1
0€30MaCHOCTH MHTEPHET- 213233
obo3pesateneii. /Cp/

3.5 BpenonocHoe nporpammuoe 2 IIK-1.1 VK- JI1.1JI1.2
o0ecrieyeHre U Mepbl 8.1 YK-2.1 JI1.3
MIPOTHUBO/ICHCTBUSI. YVK-2.2 VK- JIL.SJ12.1
Knaccudurkanus BpeJOHOCHOTO 1.1 YK-1.3 J12.2
ITO. TexHONOTHN U ATTOPUTMEI JI2.3J13.1
3aIUTHI OT BPEJOHOCHBIX D152 33

nporpamM. AHtuupycHoe [10.
MOHUTOPUHT, OTPaXKEHUE
kubepaTak. MexceTeBble
aKkpanbl. /JIex/

Paznen 4. OcHOBBI
kpunrorpaguu




4.1 Kpunrorpagpuueckue MeToas! 4 8 IK-1.1 VK- J1.1J11.2 0
3anUThl nHpopManuu. Moaenb 8.1 YK-2.1 JI1.3
KpUITOTpapUIeCKOH CHCTEMBI. VK-2.2 VK- JI1.5J12.1
Bunst kpunrocuctem. OCHOBHBIE 1.1 VK-1.3 J12.2
TpeGOBaHUs K JI2.3J13.1
KPHUIITOTPaQUUSCKAM CHCTEMAaM. 2132 33
Buger mmopos. Kpunrorpadus ¢
OTKPBITBIM KITIOYOM.

CoBpeMeHHbIE pocCUICKHE
CTaHIAPTHI IMU(PPOBAHHUS.
Kpunrorpagpuueckue
npoTokosl /Cp/

4.2 IIpuMeHeHHe KPUITOTPAYUISCKIX 4 2 IIK-1.1 VK- JIT.1JI1.2 0
cuctem. Mcropuyeckue npuMepsl 8.1 YK-2.1 JI1.3
mudpos. Kpunrorpaduaeckas VK-2.2 VK- JI1.5J12.1
cucrema RSA. /Mlp/ 1.1 VK-1.3 J2.2

JI2.3J13.1
313233

4.3 GNU Privacy Guard - mporpamma 4 10 IK-1.1 YK- JI.1J11.2 0
Juist mdpoBaHus HHGOpMANUHT U 8.1VYK-2.1 J.3
co3naHust nuppoBoi VK-2.2 VK- JIL.SJ12.1
noamucu. /Cp/ 1.1 YK-1.3 J12.2

J12.3J13.1
212233
Pazgea S. IloaroroBka k
HTOT0BOMY KOHTPOJIIO

5.1 IToaroroBka K UTOrOBOMY 4 9 IIK-1.1 VK- JI1.1 J11.2 0 6) ]

KOHTPOIIO /DK3aMeH/ 8.1 VYK-2.1 J1.3
VK-2.2 VK- JI1.5012.1

1.1 YK-1.3 J2.2
J12.3J13.1
313233

6. POHJ] OLIEHOUHBIX CPEJICTB

6.1. KoHTpoOJIbHBIE BONPOCHI M 3aJaHUS

1. KOHTPOJIbHBIE BOITPOCBI JJJIAI ITPOBEAEHM A ITPOMEXYTOYHOU ATTECTALIMU 110 U'TOI'AM OCBOEHUA
JUCHUIUIMHBI (MOAYJIA)
IIpomexyTouHas arTecTanus npoBoautcs B popme urorosoro koHTposs (MK) mo aucuummmse:
KVPC: 4

®dopma: 3x3aMeH

Bomnpocs! i npoBeieHUs YK3aMeHa:

1. OcHoBHBIE MOHATHUS MHHOPMALIMOHHOM O€30MaCHOCTH.
2. Poxnp uH(opMaroHHo 6€30I1acCHOCTH B 00ECIIEYeHNH HAIIMOHAIBHON 0€3011aCHOCTH roCy1apCTBa.
3. 3aKOHOIATENBCTBO B 00J1aCTH HH(POPMAIIMOHHOM O€30MaCHOCTH
4. Yrpo3sl 6e30macHOCTH HH(POPMAIMOHHBIX U TETEKOMMYHUKAIIMOHHBIX CPEICTB U CUCTEM.
5. BHemnue 1 BHyTpEeHHUE HCTOYHUKH YIPo3 HH(POPMAIIMOHHON 0€30MacHOCTH

6. KommproTepHast cucteMa Kak 00beKT HH(POPMAIIMOHHOH 0€30MacHOCTH.
7. O6mast xapaKTepHUCTHKA METOAOB U CPEJCTB 3alIUTHI HH(POPMAIIHN.
8. Opranu3anloHHO-IPaBOBBIE, TEXHUYECKUE U KpUNTOTpaduueckiue MEeToAbl odecneueHuss HHPOPMaMOHHON 0€30IacHOCTH.
9. CoBpeMeHHbIE TPeOOBaHUS K KPUIITOTPAQUIECKUM CHCTEMAaM.

10. Buzsr kxpunTorpaMaecKux CUCTEM.

11. Uctopuyeckue BUIBI IUPPOB.

12. YTo npHHATO MOHUMATh MO/ YAAJIEHHON aTaKoh?

13. Kiraccnguxanms yaaieHHbBIX aTak.

14. Kakue nporpaMMsbl SBIISIFOTCS BPEIOHOCHBIMH?

15. Knaccudukanus KiacCH4ecKux BUPYCOB

16. CriocoObl 3apakeHusl KOMITBIOTEPHBIMUA BUPYCaMU

17. IIpu3Hakyu 3apa>xeHUsI KOMIIBIOTEPA

18. KocBeHHBIE IPU3HAKU 3apa’keHUS] KOMIIBIOTEpa

19. leficTBUsI pU NMOSBIECHUH IPH3HAKOB 3apaXKeHUs! BPEJJOHOCHOM IporpaMmoil
20. IcTOYHUKHA KOMITBIOTEPHBIX BUPYCOB
21. I'moGanbHBIE CETH U AJIEKTPOHHASI OYTA KaK HCTOYHUK KOMIIBIOTCPHBIX BUPYCOB
22. JlokanpHBIE CETH KaK ICTOYHHUK KOMITbIOTEPHBIX BUPYCOB
23. OCcHOBHBIE NTPaBUJIA 3aLIUTHI OT KOMIIBIOTEPHBIX BUPYCOB
24. AHTUBUPYCHBIE IPOIPaMMBbI




25. Buzbpl aHTHUBUPYCHBIX IIPOTPaMM

26. VudopmannonHast 6e301MacHOCTb B CUCTEME HALMOHAIBHON Ge3omacHocTr PO.

27. CoctaB ¥ coaepkaHne HapaBJIeHUH HHYOPMAITMOHHON 0€3011aCHOCTH.

28. TlpaBoBas 6a3a obecrnedeHHs HHOOPMAIIOHHON 0€30MaCHOCTH INYHOCTH (00IIeCTBa, FOCy1apCTBa).
29. Yrpo3bl HHPOPMALMOHHOM 6€30MacHOCTH U (DaKTOPbI, BO3ACHCTBYIOIINE Ha HH(POPMAIHIO.

30. [IpuuuHbl, BU/IBI, KaHAIBI YTEUKNA U HCKKEHNE MH(POPMALIH.

31. BHyTpeHHHE U BHEITHHE YTPO36I HHPOPMAMOHHOH 0€301IacHOCTH.

32. CocraB u cofepkaHNe HApaBIeHUH HHYOPMAIIMOHHON O€30MaCHOCTH.

33. IIpaBoBas 6a3a obecrieueHUst ”HPOPMALMOHHOH 6€30MacHOCTH JIMYHOCTH (0011ecTBa, TOCYAapCTBA).
34. Bunsl vHGOpMAIHY ¢ TOYKU 3peHsI THHOPMAIIMOHHOW 0€30IaCHOCTH.

35. MuTepecsl TuaHOCTH (00IIeCTBa, TOCYAapCTBa) B MH(DOPMAIMOHHOH chepe.

36. OcHOBHBIE HOPMATUBHO-IIPABOBBIE aKThI B 00JIaCTH WHPOPMALMOHHON 0€30IacCHOCTH.

37. IlpuuuHel, BU/IBI, KaHAIBI YTEUKNA U UCKKEHNE MH(POPMALIH.

38. Nu(popManmoHHOE OpYyKHE, €T0 KIACCH(PUKAIMSI U BOZMOKHOCTH.

39. MeToap! HapylIeHUs KOH(PUICHINAIBHOCTH (IIeTOCTHOCTH, JOCTYIMHOCTH) HH(OPMAIIHH.

6.2. TeMbl NUCbMEHHBIX PadoT

Kontponsnas padora mo teme "IlocTpoeHue cucTeMbl HHOOPMAIOHHON 0€30MaCHOCTH MPeANpUsITUs" BKIIOUAeT CIeAyIOIINe
OCHOBHBIC Pa3/IEIIBI:

1. PazpaboTka monutuku obecredeHnst HHGOPMAIMOHHOH 6e301MacHOCTH
2. 3akoHO/IaTENBHBIN YPOBEHD

3. OpraHu3anMoHHbII YPOBEHb

4. IIporpaMMHO-TEXHUYECKUH yPOBEHb

6.3. Ilpouenypa oueHnBaHus

1. TIOKA3ATEJIN, KPUTEPUU U IIKAJIbI OHEHVMBAHMA KOMITETEHIIUN

Onenka copMupoBaHHOCTH KomneTeHIMK y ctyaenToB HUMU JIon’AY u BeicTaBieHue OLEHKH N0 OTACTHHON TUCIUTUINHE
BEJICTCS CICIYIOMINM 00pa3oM: JUIs CTYICHTOB OYHOU (POPMBI OOYUCHHMSI HTOTOBAsl OL[CHKA MO TUCLHUILIHHE BbIcTaBisiercs mo 100-
OaJUTEHOM CHCTEME, a 3aTeM TIEPEBOIMTCS B OIICHKH OTIIMIHOY, «XOPOIIO», «YIOBICTBOPHTEIEHOY, «HEYIOBICTBOPUTEILHOY.
Bricokuii ypoBeHb OCBOCHUS KOMIIETEHIINH, HTOTOBAsI OIIEHKA MO JUCHUIUINHE «0TIHYHO» (90-100 6anoB): riry0boKo U MPOYHO
YCBOWJI IPOTpaMMHBII MaTepHuall, HCUEPIBIBAOILE, [TOCTIEI0BATEIBHO, YETKO U JJOTUYECKH CTPOMHO €ro U3jiaraet, yMeeT TECHO
YBSI3BIBATH TEOPHIO C IPAKTHUKOH, CBOOOIHO CIPABIICTCS € 3aJa4aMH, BOIIPOCaMH U IPYTHMH BUIaMH IPUMCHCHUS 3HAHUH,
MpUYeM He 3aTPYAHSETCS ¢ OTBETOM IPH BUIOW3MEHEHNH 3aIaHH, UCIIONB3YeT B OTBETE MaTepral MOHOTpadhuIeckon
JUTEPATyphl, MPABHILHO 0OOCHOBBIBAET MPHHATOE PELICHUE, BIaeeT PA3HOCTOPOHHUMH HABBIKAMH U IPHEMaMH BBITIOTHEHHS
npakTUYecKux 3am1a4. CHCTEMHO U IUIAaHOMEPHO PadOTaeT B TeUeHHH ceMecTpa. [10BBIIICHHBIH YPOBEHb OCBOCHHUS KOMIICTEHIIUIH,
WUTOTOBAsI OIICHKA O JUCIHUIUTNHE «XopoIro» (75-89 6amioB): TBepAO 3HAECT MaTEpUa, TPAMOTHO U 10 CYIIIECTBY H3JIaraet ero, He
JIOITYCKas CYIIECTBEHHBIX HETOYHOCTEH B OTBETE HA BOMPOC, MPABUIILHO MPUMEHSET TEOPETHUECKUE TTOJIOKEHHS MIPU PEIICHUN
MPaKTHYECKUX BOIIPOCOB M 3a]a4, BiaJeeT He0OOX0JUMbIMHA HaBBIKAMU U IPHEMaMH UX BBINOJHEHUS. CUCTEMHO U TNIAHOMEPHO
pabotaeT B TeueHHH cemecTpa. [IoporoBelil ypoBeHb OCBOESHUS KOMIIETEHLIMI, HTOrOBast OLIEHKA 10 JUCLUILIMHE
«yZIOBIETBOPHUTENBHO» (60-74 Oaia): MMeeT 3HaHUS TOIHKO OCHOBHOTO MaTepHaia, HO He YCBOWII €T0 JIeTaleH, JOIyCKaeT
HETOYHOCTH, HEAOCTATOYHO MPaBUIbHBIE POPMYIUPOBKH, HAPYIICHHUS IOTHYECKOH MOCIE0BATENILHOCTH B U3JI0KEHUHI
POrPaMMHOI0 MaTepualla, UCIBITHIBAET 3aTPyAHEHHS IPU BBIOJHEHUH NIPAKTUUECKUX PaboT. [IoporoBelil ypoBEeHb OCBOSHHUS
KOMITETCHITUH He chOpMUPOBaH, UTOTOBas OIIEHKA TI0 TUCIUILIMHE «HEYIOBJICTBOPUTEIHHO» (MeHee 60 0aioB): He 3HAeT
3HAYUTEIHHON YaCTH MPOrPAMMHOTO MaTepraa, IOMyCKaeT CyIeCTBEHHbBIE OMNOKU, HEYBEPEHHO, C OONBIINMU 3aTPYAHEHUSIMH
BBINOJIHAET NpakTHyeckue pabotsl. Kak npaBuio, oreHKa «HeYIOBIETBOPUTEIBHO)» CTAaBUTCS CTYJEHTaM, KOTOpbIE HE MOTYT
HPOJOJDKUTE 00ydeHne 0e3 JOTOHUTENBHBIX 3aHATHI IO COOTBETCTBYIONICH TUCHUILIHHE. KpHTEpHH OICHKH YPOBHS
c(hOopMHUPOBaHHOCTH KOMITETSHITNI 1 BHICTaBIICHHE 0aJIOB MO pacueTHo-Tpadudeckot padote (1o 10 6ammoB, 3a4TeHO/HE3a4TEHO):
COOTBETCTBHE COJEPKAaHUS pabOTHI 3aIaHHIIO0; TPAMOTHOCTh W3JI0KEHHUS B KaueCTBO 0(OpMIIEHHsI pabOThI; COOTBETCTBHE
HOPMATHBHBIM TPEOOBAaHHUSIM; CAMOCTOSTEIFHOCTD BBITIOIHEHHUS PabOThI, IITyOMHA IPOPadOTKA MaTepHalia; UCIIOJIb30BaHHE
PEKOMEHIOBaHHOHN M CIIPAaBOYHOM JTUTEPATYPBI; MPAaBUIBHOCTh BBHITIOJHEHHBIX PACUYETOB U rpad)UuecKoii 4acTH; 000CHOBAaHHOCTh U
JIOKA3aTeLHOCTH BEIBOJIOB.

2. METOJJUYECKWUE MATEPHUAJIBI, OTIPEJIEJISIOLIME TTPOLIE/TY Pbl OLIEHUBAHWS 3HAHWM, YMEHUI,
HABBIKOB U (MJIN) OTIBITA JESATEJIBHOCTHU, XAPAKTEPU3VYIOIIUE DTAIIbI ®OPMUPOBAHUS KOMITETEHLIMIA
OOmuit mopsIIOK MPOBEASHUS IPOLEAYPHI OLICHUBAHUS 3HAHWUH, yMEHU, HABBIKOB U (JIH) OIBITA AESTENbHOCTH, COOTBETCTBHUE
MHJIMKAaTOpaM JIOCTHXEHUS COPMHUPOBAHHOCTH KOMIICTEHIIMH ONpE/IEieH B CIIEAYIOIINX JIOKAJIbHBIX HOPMAaTHBHBIX aKTax: 1.
[TonoxeHwne o TeKyIel aTTecTanuu 3HaHni ooy4datonmxes B HUMU JITAY (B neiictByromedt penakuun). 2. [TonoxeHue o
MPOMEXXYTOYHOM aTTeCTallMy 00yJarOIIMXCs [0 IPOrpaMMaM BBICIIETO 00pa3oBaHus (B JeHCTBYOMEH pefakuun). JloKyMEeHTHI
pasmelneHsl B cBOOOTHOM aocTyne Ha opunuansHoM caiite HUMU Joul’AY https://ngma.su/ B pazaene: [maBnas
crpanuna/Ceenenus 006 00pazoBaTenbHON oprann3anuy/JIokaabHble HOPMATHBHBIE AKTHL.

6.4. IlepeueHb BH/10B OLICHOYHBIX CPEACTB

1. OHEHOYHBIE CPEJACTBA TEKYIIET'O KOHTPOJIS: - TecThl 1 OMIETHI Ui POBEACHHS IPoMexyTouHoro kouTpois (TTK)
u tekymero kKoHTpoist (TK). Xpausarcs B OyMa)kxHOM BHIE Ha COOTBETCTBYIONIEH Kadenpe; - pa3aeinsl HHINBHIYATbHBIX 3a1aHIH
(mMCBMEHHBIX PaboT) 00YUAIOLIUXCS; - OTYETHI 0 Ta00PaTOPHBIM paboTaM oOydaromuxcs; - 3aaa4u u 3aaanus. 2. OHEHOYHBIE
CPEJICTBA ITPOMEXYTOUYHON ATTECTALIMU: - koMIieKT GHIeTOB st 9K3aMeHa. XPaHHTCS B OyMaKHOM BHJIE Ha
cooTBeTcTBYIOmEeH Kadenpe. [TommexxuT exeroqHoMy 0OHOBICHHIO M IIepeyTBEPIKAeHHIO. UNCIIO BAapHAaHTOB OMJIETOB B KOMIUTEKTE
HE MCHEe YHCIIa CTYJCHTOB Ha SK3aMeHe.




7. YHEBHO-METOIUYECKOE 1 THO®OPMAIIMOHHOE OBECIIEYEHUE JUCIUIIJINHBI (MOAY JIS)

7.1. PexoMeHnayemasi 1uTeparypa

7.1.1. OcHoBHAs1 JIMTEpaTypa

ABTOpBI, COCTaBUTENN

3ariaBue

W3nmarenscTBO, TOI

JI1.1 | Hmeiinos B. 4. Hudopmanmonnas 6€30macHOCTh U 3aIuTa HHGOpMAILIH: Mocksa ; bepnun: lupexr-
TEopHsl U TIPaKTUKa: yaeOHoe mocodre Menwua, 2020,
https://biblioclub.ru/index.php?
page=book&id=571485
JI1.2 | MopryHos A. B. Hudopmanmonaas 6€30MacHOCTh: yIEeOHO-METOINUECKOES HoBocubupck:
nocobue HoBocubupckmit
roCyIapCTBEHHBIH
TEXHUYCCKU YHUBEPCHUTET,
2019,
https://biblioclub.ru/index.php?
page=book&id=576726
JI1.3 | I'pomzenckuii . C. HNudopmanmonHas 6€30macHOCTb: yueOHOe mocodue Mocksa: [Ipocmekr, 2020,
https://biblioclub.ru/index.php?
page=book&id=607433
JI1.4 |coct: E. P. Kupkonyn, [HWupopmanuonHas 6e30macHOCTb: yueOHOe mocodue Bapnayn: Antl'TlY, 2017,
I0.I". Cxypbiaun, E.M. https://e.lanbook.com/book/112
CkypblayHa 164
JI1.5 |Hcmarumosa A. C.,, Hudopmanmonnaas 6€30macHOCTh B IH(POBOM OOIIECTBE: VYa: bamkupcxuii
Canos U. B,, yuaeOHOe mocobue roCyZapCTBEHHBIN
Ilaramnos U. A., yHuBepcuteT, 2019,
Kopamumosa A. A. https://biblioclub.ru/index.php?
page=book&id=611084
7.1.2. lonoJHUTEIbHAS JIUTEpaTypa
ABTOpBI, COCTaBUTENN 3arnaBue W3natenscTBo, ron
JI2.1 [Ky6amesaE. C., MudopmaTnka 1 BEIMUCINTETbHAS TEXHUKA | HHOPMaIMOHHAS Homxkap-Omna: III'TY, 2019,
Manamkesuu U. A., 0e30MacHOCTb aBTOMATU3UPOBAHHBIX CUCTEM: yUeOHO- https://biblioclub.ru/index.php?
Yekynaena E. H. METOANYECKOE TOCOOHE page=book&id=562246
JI2.2 | ®ununmos b. U., HNudopmanmonnas 6e3omacHOCTh. OCHOBBI HAISKHOCTH cpecTB | Mocksa ; bepnun: JTupekrt-
Ilepctresa O. I CBSI3M: yueOHHUK Menua, 2019,
https://biblioclub.ru/index.php?
page=book&id=499170
JI2.3 |bacemsa E. A. CucreMHOE aIMHHUCTPHAPOBaHUE U HHPOPMAMOHHAS HoBocubupck:
6e3omacHOCTh: yaeOHoe mocobue HoBocubupckmnit
rOCyZapCTBEHHBIN
TEXHUYECKUN YHUBEPCHUTET,
2018,
https://biblioclub.ru/index.php?
page=book&id=575325
7.1.3. MeTonnueckue pa3padoTku
ABTOpBI, COCTaBUTENN 3armaBue W3narenscTBO, TOI
JI3.1 |coct.: T.H. Karanosa, |WupopmannonHas 6€30macHOCTD: Ja00paTOPHBINA MPAKTUKYM [epms: TITTTIY, 2018,
JI.C. T'ankuHa, P.A. https://e.lanbook.com/book/129
Knanos 509
7.2. IlepeueHnb pecypcoB HH(OPMALMOHHO-TeJIEKOMMYHHKAIUOHHOI1 ceTu "UHTepHeT"
7.2.1 YHuBepcHuTeTCKas OMOITMOTEKa OHIIAlH : AJIeKTpoHHO- | https://biblioclub.ru
oubnuoreynas cucrema (ObC) / OO0
Hupexrmenuallabaummnr. — URL:
http://biblioclub.ru/. - Pexxum nocryma: s
3apeructp. unrareneit ObC YHuBepcurerckas
6ubnuoTeka oHnaitH. - TekcT: 21eKTpoHHBIH https
722 Microsoft 365: caiit / Microsoft. - URL: https://www.microsoft.com/ru-ru/

https
https

https://www.microsoft.com/ru-ru/. - Pexxum nocryma:
cBOOOAHBIH. - TekcT, m300paxkeHue : IEKTPOHHBIC




723 OnekTpoHHAs HH(POPMAIIMOHHO-00pa30BaTeIbHAs
cpena nactutyTa - Odunuansheiii caiit HUMU
OI'BOY BO [louckoit TAY / HUMU ®T'BOY BO
Houckoit 'AY. - URL:www.ngma.su. - Pexum
JIOCTYyTA: TI0 JIOTUHY-Napoo. - Tekct, n3odpaxeHue

http://www.ngma.su

ANIEKTPOHHBIE
7.3 IlepeyeHb NPOrpaMMHOIO odecrevyeHust

7.3.1 AdobeAcrobatReader DC JIMIIeH3MOHHBIN JTOTOBOP HA TPOTrpaMMHOE 00eCTICUeHHE IS
MepCOHAIBHBIX KOMITbI0oTepoB Platform
Clients PC_ WWEULA-ru_RU-20150407 1357
AdobeSystemsIncorporated (6eccpodHo).

7.3.2 Opera

7.3.3 Googl Chrome

7.3.4 Yandex browser

7.3.5 7-Zip

7.3.6 [IporpamMmHast cuctema st oOHapyskeHHsI TeKCTOBbIX | JInnensuonusiit torosop Ne 8047 ot 30.01.2024 r.. AO

3aMMCTBOBaHMI B y4eOHBIX U HAy4YHBIX paboTax «AHTUIIIATHAT»
«Antumnaruar. BY3» (uaTepHeT-Bepcus);Momyis
«IIporpaMMHBIH KOMIUIEKC IOUCKA TEKCTOBBIX
3aMMCTBOBaHMH B OTKPBITHIX HCTOUHUKAX CETU

HHTCPHET»

7.3.7 MS Windows XP,7,8, 8.1, 10; Cyo6numen3nonnsiii gjorosop Ne502 ot 03.12.2020 r. AO
«Cod1Jlaita Tpeita»
7.3.8 MS Office professional, CyO6nunen3uonnslii goroBop Ne502 ot 03.12.2020 r. AO
«CodrJlaiin Tpeiia»
7.3.9 Microsoft Teams [IpenocraBnsercs 6ecryaTHO
7.3.10 Snort 3.1.18.0 GNU GENERAL PUBLIC LICENSE Version 3, 29 June
2007
7.3.11 GNU Privacy Guard 2.3.4 GNU GENERAL PUBLIC LICENSE Version 3, 29 June
2007
7.4 llepevyenb MHGOPMAIMOHHBIX CIPABOYHBIX CHCTEM
7.4.1 Bbaser manaeix OO0 "PernonansHbIH
HHGOPMAIMOHHBIA HHICKC IUTHPOBAHHS"
7.4.2 basbr nanabix OO0 Hayunast anekTpoHHast http://elibrary.ru/
OubIMoTEeKA

9. METOIUYECKHE YKA3AHMUSA JJIAA OBYYAIOIIIUXCS IO OCBOEHUIO JUCHUTIIUHBI (MOAY JIS)

1. ITomoxeHue 0 TPOMEKYTOTHON aTTecTalNy 00YJAIOIIMXCS IO TIPOTrpaMMaM BEICIIIEro 00pa3oBaHUs (BBEACHO B IEHCTBHE
npukazoM aupekropa HUMHU Jlonckoit TAY Ne3-OJ] ot 18.01.2018 r.) /HoBouepk. nrx.-menuop. uH-T JoHckoit [AY. -
HoBouepkacck, 2018. - URL: http://ngma.su (gara ooparenust 26.08.2021). - TekcT : 3MeKTPOHHBIH.

2. ITomoxeHue o Tekymiei atrectaru odoydaromuxcs 8 HUMU [II'AY (BBeneHo B neficTBre npuka3oM aupekropa Nell9 ot 14
utoist 2015 r.) / HoBouepk. nrx.-menuop. uH-T JloHckoi TAY. - HoBouepxkacck, 2015. - URL: http://ngma.su (nata oOpamieHus
26.08.2021). - Texker : anexkrpoHHbIN. 3. Tunossie (OPMBI TUTYIIBHBIX JTUCTOB TEKCTOBOM TOKYMEHTAIIUH, BBIONHAEMON CTyI€HTaMU
B yueOHOM Tiporiecce / HoBouepk. urk.-Menuop. uH-T JloHckoit [AY .-

HoBouepkacck, 2015. - URL: http://ngma.su (nara oopamenust 26.08.2021). - TekcT : 31M€KTPOHHBIH.

4. Meroandeckue yKa3aHHS 0 CAMOCTOSITEIbHOMY M3YUCHHIO TUCIUILIHHEL (IPUHATH Y4eOHO-METOJUIECKIM COBETOM
MHCTUTYTA, MPOTOKOT Ne 3 oT «30» aBrycta 2017 r.) / HoBouepk. urk.-Menuop. uH-T JloHckoit [AY. - HoBouepkacck, 2017.-URL:
http://ngma.su (gara oopamenwus: 26.08.2021). - TekcT : 3MEKTPOHHBIN.
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